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Abstract

Process mining has become an established set of tools and methods for analyzing process data, while
blockchain is emerging as a platform for decentralized applications and inter-organizational processes.
Approaches and tools have been developed for analyzing blockchain data with process mining methods,
including the tools created by us: BlockXES, ELF, and BLF. Recently, we have shown that process mining
on blockchain data is valuable, among others for understanding user behavior and for security audits.
With this resources paper, we make four different data sets available in XES format, stemming from
four different blockchain applications: Augur, Forsage, CryptoKitties, and ChickenHunt. We describe
the method of extraction, data sets, and conduct preliminary analyses to demonstrate feasibility. This
publication aims to help researchers and practitioners to understand the application domain, and enables
future process mining research on the data sets.
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1. Introduction

Process mining [1] has established as a set of tools and methods for analyzing process data.
Blockchain [2] is emerging as a platform for decentralized applications and inter-organizational
processes. Approaches and tools have been developed for analyzing blockchain data with process
mining methods, including the tools created by us: BlockXES [3], ELF [4], and BLF [5].Although
challenging [6], we recently showed that process mining on blockchain data is valuable, among
others to understand user behavior and for security audits [7].

With this resource paper, we publish a collection of event logs from blockchain-based decen-
tralized applications (DApps). The event logs are available in XES format and currently cover
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four DApps:

1. Augur, a prediction and betting marketplace;

2. Forsage, an investment application, which turns out to be a Ponzi scheme;
3. CryptoKitties, a game where virtual cats can be bred and traded as assets;
4. ChickenHunt, a game for collecting chickens and upgrading the avatar.

All four applications and their data are available on the public Ethereum blockchain. Still,
extracting the data is non-trivial [6], and with this publication, we also release the artifacts
for the data extraction. In particular, we use the open-source Ethereum Logging Framework
(ELF) [4], which takes a manifest as input. Manifests define which on-chain data to extract, and
how to transform and format it, e.g., as CSV or XES files. They can hence be used for various
purposes. For example, users can query log entry data from a given smart contract address over
a range of blocks. For each of the four DApps, a manifest was crafted and used with ELF to
extract data from a full Ethereum archival node. The collection of event logs is made available
via a website'. For each data set it includes the ELF manifest, the XES event log, links to the
DApp source code and website, a description of the XES log content, and preliminary analysis
results.

In the following, we describe the data sets and conduct preliminary analyses to demonstrate
feasibility. This publication aims to help researchers and practitioners to understand the
application domain, and enables future process mining research on the data sets, e.g., for
analysis and evaluation purposes.

2. Description of the data sets

All data sets are made available as event logs in XES format. The events we extracted from
the DApps were encoded in the blocks of the public Ethereum blockchain. Data extraction for
each DApp started with the first block after its deployment and ends with block 12,243,999
(one block before the Berlin Hard Fork)?. Note that we extracted data from Augur at an earlier
point for our case study in [7]. Hence, the respective log only covers data until block 10,336,628.
While the logs have a varying number of attributes depending on the events generated by
the corresponding DApp, each log has a common set of attributes, namely Case ID, Activity,
Complete Timestamp, and lifecycle:transition. The additional attributes are described on the
website accompanying this paper (see Footnote 1). The timestamps of the events correspond to
the timestamps of the block they were extracted from. Additionally, the logs contain DApp or
Ethereum-specific attributes, e.g., gasPaid or receivingContract in Augur. Table 1 presents key
figures of the data sets.

3. Preliminary analysis

For the preliminary analysis, we focus on the event log of ChickenHunt. For Augur, an extensive
case study has been published recently [7]. Preliminary analyses of Forsage and CryptoKitties

"https://ingo-weber.github.io/dapp-data/
*https://blog.ethereum.org/2021/03/08/ethereum-berlin-upgrade-announcement/
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Table 1

Overview over the data sets.
DApp data set Augur Forsage | CryptoKitties | ChickenHunt
Start date 2018-07-10 | 2020-01-31 2017-11-23 2018-06-25
Start block 5,937,093 9,391,531 4,605,167 5,851,533
Last date 2020-11-10 | 2021-04-15 2021-04-15 2021-02-16
Last block 10,336,628 | 12,243,749 12,243,893 11,866,129
Events 23,021 13,368,052 18,059,296 138,889
Cases 2897 1,055,931 1,997,604 715
Activities 11 12 12 17

can be found on the accompanying website (see Footnote 1).

ChickenHunt is an incremental game that is deployed as a DApp on Ethereum. The game’s
goal is to collect chickens through farming and attacking other players. Players also have the
option to upgrade the attack (“Upgrade Hunter”), defense (“Upgrade Depot”), and collection
capabilities (“Upgrade Pet”) of their avatars. The player pays the gas costs for the Ethereum
transactions. The game concept includes two types of incentives for playing. Shareholder:
through certain transactions, players can become shareholders of the game; and financial
reward: players can sacrifice collected chickens for Ether.

We loaded the event log into several process mining tools to analyze the players’ behavior,
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Figure 1: Initial process mining results from the ChickenHunt log.



H.M.N. Dilum Bandara et al. CEUR Workshop Proceedings 1-5

0:00272000722642920433 1955327835401 acb8ab8
019483¢0200017264325 4852305 :29b0477516080

048504264441402b0 4319307688 7120089290

B Attack Hunter

Join ChickenHunt
W Suffer an Attack
®ail

03680620 49¢3061856400 3388 117952596203128
OXb518011326ba70844342827 ¢ 104 10M%60e 168121
0x41432832151a4316£0242892230020 428746785
0180755766517 403450235107 328820668

e

0:87513007634211cofb3bBefde0884TE1017117b
0Xb7074¢ 5580651997 3001b060752209800B1c03
OxaBbeecaBsfi2e
Oxete
0:21572b83855ee
0718780803220 4248015530273 a020e8eddBe

0800622143667 1024

>

dfa0tE2A38 e adE

SeRee A

26410036047 483de30

0xe11442507047208543628223d00 b 03243526

4840432036727 ¢1201c824b124034.
2044237825850 1208890 16108087

ry

014819355 1c8b7d09 11ecB000E3 18

01072¢81240396 155208308647 db2fcc

0701521824485 33c30884be327

Trace: conceptname

0x44646.02401931283¢236 1124233090607 40
0xbeBdafeacat58az0857 cB0dB 304844487577 cE3

0:91063b14406B02 a¢bc3ead62067 e dac782e3647
0:6208b7b7 7 0b5847 d

e0bab4220c0167d48
0xec2051¢18b1c0B8bb0b211af144548.362051200 . -
03baeB42a1101620008 185 ¢ 226684269505 19dc .~ — o e mmem . o

0x15c0b448330ac 02535811 1050247245240e48 *

0xc45087b55658 dBdbe 150 150096:4331375387
0xc041a351db317 ¢ 4180007311288424408

Oxed847 1147 dbeo23A24eTOC 473348004884
01431431043 110803 1853ac250845 21553840
0xc770753c2bfb54a0 df7 30000830030 e08688H7 ? ew -
0x5b085biechd0o04562624203b632044400080384 - i
047 430670442004207 02142285 1641014600 e -
0189097 408740 160202630301627 147 s ekt

Jul2018 Sep2018  Now2018  Jan2010  Mar2019  May2010  Juk2010 Sep2019  Now2019  Jan2020  Mar2020  May2020  Jul2020 Sep2020  Now2020  Jan2021
Event time:imestamp

Figure 2: Dotted chart: ChickenHunt attack behavior.

but here we focus on results obtained with ProM. In Fig. 1a, the most common behavior of
players is shown: 107 players out of the 715 cases join chicken hunt and never did anything
else. Several frequent traces show players joining, and then being attacked (one or more times)
without doing anything else. Some players follow a similar pattern, but first they succeed with
bringing chickens to the altar. These insights could help understand why players stop early, and
be used by the developers when working on improvements to promote the user base to grow.

Players who actively play the game have highly varied individual traces: 402 distinct traces
exist for the 715 cases. In Fig. 1b, we analyzed the order and frequency of the different types of
upgrades. Upgrading the hunter avatar is the most popular choice, and by far the most frequent
first and last upgrade. In other words, active players may also upgrade their pet and their depot,
but they typically come back to upgrade their hunter further. These insights, too, appear to be
of value for the providers of such a game.

Next, we direct our attention to attack behavior. The dotted chart in Fig. 2 shows only the
events from joining, attacking, and suffering from an attack. It can be observed that only a few
players attack others, but a large number of players are suffering from attacks. Additionally, the
attacks appear to happen in synchronized waves, as indicated by the vertical patterns in the
dotted chart. The reasons behind those waves may well be connected to the gas prices (and
accordingly the fees) per transaction on Ethereum®: from a visual comparison of the timelines,
higher gas prices on Ethereum may well correlate with periods without attacks on ChickenHunt.
Presumably, the attackers stole chickens from ordinary users, brought them to the altar, and
received Ether in return, all of which entailing transactions with associated fees. If the returns
in Ether are not high enough, the fees may well render this operation a financial loss.

*https://etherscan.io/chart/gasprice
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4. Conclusion

With this paper, we provide a collection of four event logs extracted from blockchain applications,
with detailed descriptions and preliminary analyses. The collection is publicly available (see
Footnote 1). Currently, it comprises a set of four event logs that were extracted with the tool
ELF from DApps deployed and executed on the public Ethereum blockchain. In the paper,
we included an analysis based on the ChickenHunt event log, which serves as evidence that
insights can be discovered from these logs with standard process mining techniques. For the
other logs, analyses are available via the website. The data can be analyzed in much more detail
by applying additional process mining methods, and presumably holds blockchain-specific and
independent insights which we invite the community to explore.

We plan to amend the collection with additional data sets. In addition, we invite other
researchers to contribute their data sets via the openly accessible GitHub repository*.
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